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Description 

AN OPERATING METHOD FOR A SERVER AND CORRESPONDING OBJECTS 



CROSS REFERENCE TO RELATED APPLICATIONS 
[0001] This application claims priority to the German application No. 10349015.9, filed 
October 17, 2003, and to the International Application No. PCT/EP2004/01 1489, filed 
October 1 3, 2004 which are incorporated by reference herein in their entirety . 

FIELD OF INVENTION 
[0002] The present invention relates to an operating method for a server that communicates 
with a client, wherein the server, when a request for a page is transmitted to it by the client, 
transfers the requested page to the client. 

[0003] The present invention also relates to a data medium having a computer program stored 
on the data medium for executing an operating method of said kind. 

[0004] The present invention further relates to a server having a mass storage in which a 
computer program is stored, so that when the computer program is invoked by the server 
computer an operating method of said kind can be executed. 

BACKGROUND OF INVENTION 
[0005] Methods, computer programs and servers of the aforementioned kind are generally 
known. They are used in particular for web applications, e.g. for internet and intranet 
applications. 

[0006] Web applications are relatively anonymous. The server and the client usually know 
very little of one another. In particular it is generally not possible for the server to determine 
easily on the basis of a request for a page from which client this request was transmitted to it 
and from which state of the clients the request was made. Consequently, each request 
addressed to the server must usually include full information about the requesting client and 
about the requested page. 
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[0007] In order nonetheless to be able to apply certain default settings on the server side 
within a session between server and client (e.g. a choice of a language that is always to be 
used subsequently); it is known in particular that the client logs on to the server at the start of 
the session and the server transmits an attachment file (referred to as a "cookie") to the client 
in addition to the requested page. The attachment file is appended by the client to every 
request addressed to this server. In other words it is transmitted back to the server by the 
client. In this case the attachment file is specific to the server. It is therefore transmitted in 
addition to the server by the client along with every request addressed to this server. The 
attachment file continues to be transmitted until either the attachment file is deleted on the 
client side or a new attachment file is transmitted by the server to the client, thereby 
overwriting the previous attachment file. 

[0008] The preset default settings that are to be applied can be contained in the attachment file 
itself. Alternatively the attachment file can also contain a link to a memory area in the server. 
In this case the preset default settings are stored as such in the server, whereas in the first - 
mentioned case they are stored in the client. 

[0009] The status of the session is usually bound to the session in the sense of the existence of 
the corresponding client-side communication program, e.g. an internet browser such as 
Internet Explorer from Microsoft. The prior art approach therefore operates without problems 
as long as the communication process is maintained on the client side and the communication 
with the server takes place via a single window. 

SUMMARY OF INVENTION 
[00010] However, it is generally known that it is possible to use multiple windows in 
parallel in one and the same internet browser. In the case of Microsoft's Internet Explorer, for 
example, multiple windows can be created by actuating the key combination "Control N" or 
by selecting the option "Open in new window". Even in this case the prior art still causes no 
problems if, although multiple windows are used on the client side, the same preset default 
settings are always used in all the windows. 

[00011] However, the prior art approach falls down if multiple windows are being used 

on the client side and different preset default settings are to be applied in the different 

windows. The reason is that, as already mentioned, the server is not able to differentiate from 
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which of the windows the particular request was transmitted to it. In this situation the use of 
the attachment file also does not help, for a new window on the client side is in fact just a 
separate window, but not a separate process. Consequently the wind ows use the same 
attachment files. 

[00012] The An object of the present invention consists in creating an operating method 
for a server, a computer program corresponding herewith and the corresponding server by 
means of which such preset default settings can be ind ividually applied for each window on 
the client side. 

[00013] The object is achieved by means of an operating method for a server which 
communicates with a client in that 

• the server, when a request for a page is transmitted to it by the client, transfers the 
requested page to the client, 

• that the server attaches identification data to the page in such a way that when a further 
request for a page is made by the client the identification data is transferred back to the 
server if and only if the request on the client side originates from this transfer of the 
page, 

• that the identification data includes at least one transmission identifier specific to the 
transmission of the page, 

• that the server stores the identification data transmitted by it, 

• that the server, upon receiving the further request, stores the transmission identifier 
newly transmitted by it in place of the transferred -back transmission identifier if the 
transferred-back transmission identifier matches a stored transmission identifier, and 

• that the server, upon receiving the further request, stores the transmission identifier 
newly transmitted by it in addition to the transferred -back transmission identifier if the 
transferred-back transmission identifier does not match any previously stored 
transmission identifier. 

[00014] By means of this approach the server, although in fact still not able to 
recognize if a second window is opened on the client side (more on this later), can recognize 
if "obsolete" identification data is being transmitted to it by the client. On the basis of this 
circumstance, namely that the identification data is already obsolete or superseded, it can 
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therefore recognize that a second window must have been opened. From the time of this 
recognition the server is therefore able to manage this second window separately from the first 
window. 

[000151 In the simplest case the transmission identifier can be a sequential number or 
similar. Preferably, however, the transmission identifier is a globally unique identifier. For 
example, the transmission identifier can be what is referred to as a GUID. A GUID (global 
universal identifier) is formed on the basis of the server time - which is generally accurate to 
the nearest millisecond - and identification data of the server, for example a uniquely assigned 
identification number of the network card of the server or of the processor of the server. 

[00016] By means of the approach according to the invention it is for example possible 
that selection data is assigned to the identification data and that if the transferred -back 
transmission identifier matches one of the stored transmission identifiers, the page newly 
transferred by the server to the client in response to the further request depends on the 
selection data assigned to the matching transmission identifier. 

[00017] In the event that the transferred-back transmission identifier does not match 
any of the stored transmission identifiers, various approaches are possible. Thus, for example, 
a predefined start page can be transferred to the client. Preferably, however, the page newly 
transferred by the server to the client in response to the further request depends on the 
selection data assigned to one of the stored transmi ssion identifiers. The server then, of 
course, also assigns this selection data to the additionally stored transmission identifier. 

[00018] Preferably the identification data also includes a window identifier. If the 
transferred-back transmission identifier matches one of the stored transmission identifiers, the 
window identifier is retained in this case. If, on the other hand, the transferred -back 
transmission identifier does not match any of the stored transmission identifiers, the server 
assigns a new window identifier to the additionally stored transmission identifier. 

[00019] As a result of this approach it is possible in particular to implement an efficient 
management of more than two client-side windows. Because of this approach, namely, it is 
possible for the server to recognize which window has been duplicated on the client side. 
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[00020] As a result of this approach it is also possible that in the event that the 
transferred-back transmission identifier does not match any of the stored transmission 
identifiers the page newly transferred by the server to the client in response to a further 
request depends on the selection data which is assigned to that one of the stored transmission 
identifiers whose window identifier matches the transferred -back window identifier. 

[00021] In the simplest case the new window identifier can - analogously to the 
transmission identifier - once again be a sequential number. Preferably, however, it too is 
embodied as a GUID. In this case it can be embodied alternatively as an independently 
generated GUID or be identical to the transmission identifier generated immediately 
beforehand. 

[00022] The server manages the identification data preferably in the form of a table 
which contains, in each row, the entries window identifier, transmission identifier and 
selection data. Instead of the selection data itself, a link (= pointer) to the selection data can, 
of course, also be stored in the table. 

[00023] The checking sequence (first the transmission identifier or first the window 
identifier) is in principle left to the discretion of the person skilled in the art. Preferably, 
however, the window identifier will be checked first, and then the transmission id entifier 
stored for this window identifier. The reason for this is that the window identifier transferred 
back by the client is always stored. The transmission identifier transferred back by the client, 
on the other hand, could already have been overwritten. 

[00024] With web applications, basically two types of request transmission are known, 
namely what are referred to as Post requests and what are referred to as Get requests. 

[00025] Post requests are based on the principle that the client fills out input fields of 
the page and then the filled -out input fields are transferred back to the server by the client. 
With Post requests all the input fields are always transferred back to the server by the client. 
The transmitted data includes, among other information, the request for the new page. For an 
orderly server-side handling of such Post requests in accordance with the present invention it 
is therefore possible, for example, that the server attaches the identification data to the 
transferred page as hidden input fields that are not displayed as well on the client side. 
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According to the invention, therefore, hidden input fields are attached to the page which are 
not displayed as well when the page is displayed in the customary manner in a window of the 
client. The identification data has already been stored in advance in these input fields on the 
server side. They are therefore transferred back to the server by the client when the client 
sends a Post request. 

[00026] With Get requests, on the other hand, a link address, usually what is referred to 
as a URL, is immediately transferred back by the client to the server. In this case the link 
address is part of the previously transferred page and is displayed as such along with the page 
in the window in which the client displays the page. If the user of the client selects this link 
address, the link address itself represents an immediate request for a further page. 

[00027] If the page contains at least one such address for a further page, an orderly 
server-side handling of such a Get request in accordance with the present invention can be 
achieved by the server attaching the identification data to the transferred page as parameters, 
referred to as query parameters, assigned to the address. 

[00028] A special instance of a response by the server to the receipt of a request is what 
is referred to as a server-side Response Redirect. A server-side Response Redirect is present 
when the server, in response to a request transmitted to it, does not transfer the requested page 
to the client, but upon receiving the further request initially transmits a third request to the 
client, which request is to be sent by the client back to the server. The server then transfers the 
requested page only in response to the transmission of the third request to the server. In this 
case there are two possibilities of guaranteeing an orderly handling of the request in 
accordance with the present invention on the server side. 

[00029] On the one hand it is possible that the server attaches the identification data to 

the third request as assigned parameters. In this case the identification data is attached to the 

request itself. Alternatively it is also possible that the server attaches the identification data to 

the third request as an attachment file which is not transferred back by the client to the server 

with the third request. In this case, therefore, the server attaches the identification data to the 

third request as what is referred to as a transfer cookie. In this situation, as also in the case of 

Post requests, the identification data is attached to the page as hidden data. The program 

extracts the identification data and inserts it into the attachment file. In addition, the server 
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transmits a delete command for this attachment file to the client together with the page which 
it transfers to the client in response to the third request. 

[00030] There are languages in which programs can be attached to the pages transferred 
by the server to the client or, alternatively, the programs can be embedded in these pages. An 
example of a language of this kind is JavaScript. In this case there is a further way to 
guarantee that the identification data is transmitted together with the request from the client to 
the server. For in this case it is possible for the server to attach the identification data to the 
page by attaching to the page a program on account of which the client attaches an attachment 
file containing the identification data to a request for a page if and only if the request 
originates from this transfer of the page. 

[00031] Thus, a so-called transfer cookie is generated in this case also. In contrast to the 
Response Redirect, however, the transfer cookie is generated, not on the server side, but on 
the client side. 

[00032] The server cannot recognize immediately if a page already transferred to the 
client is duplicated on the client side. Therefore, if the user of the client duplicates a page and 
thereafter works for a relatively long time with only one of the two versions of the duplicated 
page, but does not change the other version of the duplicated page, this other version remains 
unchanged for the present. If the user of the client then sends a request to the server at a much 
later time from the other, still unchanged, version of the duplicated page, in this case the 
, server takes over the selection data that is assigned to the changed version of the duplicated 
page at this time. However, the selection data may already have been substantially changed at 
this time. It can therefore be relatively complicated for the user to restore the status of the 
other version of the duplicated page which is actually wanted by the user. For this reason it is 
of advantage to recognize as early as possible if a page already transferred to the client is 
duplicated on the client side. 

[00033] An immediate recognition of a duplication of this kind is possible in that 

• the server also attaches to the page a variable with an initial value and a program that 
is to be executed by the client when the page is displayed in a window, 

• that on account of the program the client modifies the value of the variable if it has the 
initial value, and 
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• that on account of the program the client repeats the previous request for the transfer 
of the page, so that the client, if the variable does not have the initial value, transmits 
the identification data transmitted with the previous request to the server a second 
time. 

[00034] For then the client repeats the previous request immediately if the page is 
duplicated, with the result that the server can immediately recognize the duplication as such. 
With this approach, although the server also (mistakenly) recognizes a duplication if the user 
of the client only updates the page - without duplicating.it - or reverts to a page that is still 
stored on the client side but is no longer displayed in this wind ow. This is not critical, 
however, since in this case only one window is being managed on the server side, and in 
reality this window does not even exist on the client side. On the other hand it cannot happen 
that a window is duplicated on the client side and the server does not recognize this. In this 
case the request can be transmitted to the server in the form of a Post request or in the form of 
a Get request, dependent on the specific application. This also applies if the page was loaded 
for the first time in response to a Post request. 

[00035] The operating method according to the invention is implemented as a computer 
program which is supplied to the server. In this case the computer program is supplied to the 
server via a data medium. Examples of a data medium of this kind are a CD -ROM or a 
streamer cartridge. The computer program is stored on the data medium in (exclusively) 
machine-readable form. At the same time the computer program can be stored on the dat a 
medium alternatively in compressed or in uncompressed form. 

[00036] The data medium with the computer program stored thereon is introduced into 
a reader device by means of which the server can read the computer program stored on the 
data medium. It therefore reads the computer program from the data medium and stores it in a 
mass storage, for example on a hard disk. When the computer program is called from the hard 
disk (alternatively also from the data medium), the server is therefore able to execute the 
operating method according to the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[00037] Further advantages and details will emerge from the following description of 
an exemplary embodiment in conjunction with the drawings, in which: 
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[00038] FIG 1 shows a computer network, 

[00039] FIG 2 shows a flowchart, 

[00040] FIG 3 shows a table, and 

[00041] FIG 4 to 7 show further flowcharts. 

DETAILED DESCRIPTION OF INVENTION 
[00042] According to FIG 1, a server 1 is connected to a client 3 via a computer -to- 
computer link 2 for data communication purposes. In this arrangement the computer -to- 
computer link 2 can be embodied in various ways. Generally, however, it is embodied as an 
internet or intranet connection. The server 1 and the client 3 can communicate with each other 
via the computer-to-computer link 2 in accordance with a web protocol. 

[00043] The server 1 has, as is generally custo mary, a number of components 4 to 8 
which are connected to one another via a bus 9. The components 4 to 8 comprise in particular 
a processor 4, a mass storage 5 (typically one or more hard disks), a reader device 6, a timer 7, 
and a network card 8. 

[00044] A data medium 10 on which a computer program 1 1 is stored in exclusively 
machine-readable form can be introduced into the reader device 6. Said computer program 1 1 
is read from the data medium 10 and stored, as indicated by the dashed line in FIG 1, in the 
mass storage 5. When the computer program 1 1 is called, the server 1 is therefore able to 
execute the computer program 1 1 . When the computer program 1 1 is called, the server 1 
executes an operating method which is described in more detail below in conjunction with 
FIG 2. 

[00045] According to FIG 2, in a step SI the server 1 accepts a logon from the client 3 
and a first request for a page. In a step S2 the server 1 thereupon determines a transmission 
identifier Ubld. The transmission identifier Ubld is in this case pr eferably globally unique. It 
can consist, for example, of a combination of the time output by the timer 7 and of the code of 
the network card 8 and/or the processor 4. 

[00046] In a step S3 a window identifier Feld is then set equal to the transmission 

identifier Ubld just determined. The two identifiers Ubld, Feld are then - see FIG 3 in 
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addition - entered in the first row of a table 12. According to FIG 3, in this case each row of 
the table 12 can also be assigned selection data SD in addition to the two identif iers Ubld, 
Feld. The meaning of the selection data SD will be dealt with in the following. 

[00047] In a step S5 the server 1 attaches the identification data Feld, Ubld to the 
requested page. In this case the attachment is performed in such a way that if a furth er request 
for a page is made by the client 3 the identification data Feld, Ubld is transferred back to the 
server 1 if and only if the request originates from the transfer of this page on the client 3 side. 

[00048] According to a step S6 the server 1 also attaches a variable and a program to 
the requested page. The variable has an initial value. The program is embodied such that it 
initiates a new request for the previous page if the transferred page is copied on the client side. 
This will be dealt with in greater detail later. Step S6 is only optional here and is therefore 
represented only by a dashed outline in FIG 2. In a step S7 the server 1 then transfers the 
requested page including the information attached to this page to the client 3. The attached 
information comprises in particular the two attached identifiers Ubld, Feld, their supplements, 
as well as the variable and the program. 

[00049] In a step S8 the server 1 accepts a further input from the client 3. The server 1 
thereupon checks first in a step S9 whether the client 3 has logged off. If this is the case, in a 
step S 10 the server deletes the table 12 and terminates the execution of the method. 

[00050] If the input in step S8 was not a logoff, then it was a new request. In this case 
the server 1 extracts the transferred -back identifiers Ubld, Feld and the selection data SD from 
the transmitted request. 

[00051] In a step S 12 the server 1 then checks whether the transferred -back 
transmission identifier Ubld matches the transmission identifier Ubld which is assigned to the 
transferred-back window identifier Feld in the table 12. For the sake of better clarity, step S12 
in FIG 2 is in this case subdivided into two sub -steps S 1 2a, S 1 2b. In sub -step S 1 2a a logical 
variable is set in accordance with the check to be performed, and in sub -step SI 2b the logical 
variable is interrogated. 

2003P15792WOUS Substitute Specification marked SOL.rtf 

10 



200315792 



[00052] If a match was established in step S 12, the request transmitted by the client 3 
originates from a window of the client 3 already acquired and managed on the server side. In 
this case, in a step S13 analogous to step S2, a new transmission identifier Ubld is determined 
and stored in the table 12 in the row in which the transferred -back window identifier Feld is 
also stored. The server 1 therefore stores the newly determined transmission identifier Ubld in 
place of the transferred -back transmission identifier Ubld in the table 12. 

[00053] If, on the other hand, no match was established in step SI 2, a step S14 is 
executed. In step S 14 the transmission identifier Ubld is likewise newly determined in an 
analogous manner to the approach of step S2. Then, however, the window identifier Feld is 
set - analogously to step S3 - equal to the transmission identifier Ubld just newly determined. 
The two identifiers Feld, Ubld are entered by the server 1 in a new row of the table 12. In 
addition, as part of step S 14, the selection data SD which is assigned to the transferred -back 
window identifier Feld is copied into the now newly filled row of the table 12. 

[00054] If the server 1 has received new selection data SD, in a step S15 it additionally 
modifies the selection data SD which is assigned to the current window identifier Feld. 
Depending on whether, as a result of the check in step SI 2, step S13 or step S 14 has been 
executed, the data in this case is the transferred -back window identifier Feld or the newly 
determined window identifier Feld. 

[00055] In a step S16 the server 1 checks next whether it can transfer the requested 
page directly or whether it must perform what is referred to as a Response Redirect. If it has to 
perform a Response Redirect, it executes a step S 1 7 in which it transmits a new address, 
usually a URL address, in addition to the current window identifier Feld and the current 
transmission identifier Ubld to the client 3. It then branches back to step S8. 

[00056] Otherwise, the server 1 determines, on the basis of the selection data assigned 
to the current window identifier Feld and the current transmission identifier Ubld in the table 
12, which page is to be transferred to the client 3. Alternatively or in addition the contents of 
the page can also be modified. The server 1 then branches back to step S5. 

[00057] FIG 4 shows a first way to attach the identification data Ubld, Feld to the page 

that is to be transferred. According to FIG 4, in a step S 19 the server 1 first attaches the 
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identifiers Ubld, Feld to the page as hidden input fields. This produces the effect that the 
identifiers Ubld and Feld are transmitted from the client 3 to the server 1 with each Post 
request of the client 3 which originates from this page. 

[00058] In a step S20 the server 1 then checks whether the page to be transmitted 
includes a URL address to which the identifiers Ubld and Feld have not yet been attached as 
query parameters. If this is the case, the server 1 executes a step S21 in which it attaches the 
identifiers Ubld and Feld as query parameters to this address. From step S21 the server then 
returns to step S20. In this case step S20 in FIG 4 - analogously to step S12 in FIG 2 - is 
subdivided into two sub -steps. 

[00059] FIG 5 shows a further possibility of attaching the identification data Ubld, Feld 
to the page. According to FIG 5 the server 1 attaches the identifiers Ubld and Feld to the page 
as hidden data. In this case the data - analogously to step S19 of FIG 4 - can be hidden input 
fields, although this is not mandatory. The server 1 then attaches to the page a program which 
will be executed when a request originating from this page is made by the client 3. On account 
of the program the client 3 then extracts the identification data Ubld, Feld from this page and 
integrates it into a cookie that is to be created by it. The client 3 sends the cookie together 
with the request to the server 1 . 

[00060] FIG 6 shows the possibilities that exi st in order to implement step S 1 7 of FIG 
2, in which the identifiers Feld and Ubld are attached to the URL to be transmitted. According 
to FIG 6 it is possible to embody step S17 in such a way that the identifiers Ubld and Feld - 
analogously to step S21 of FIG 4 - are attached as query parameters to the URL address. 
Alternatively it is possible that in step S 17 the server 1 attaches an attachment file (cookie) 
containing the identifiers Ubld, Feld to the URL address. In this latter case the information 
attached to the requested page in step S7 (see FIG 2) to the client 3 should include a delete 
command on account of which this attachment file is deleted again immediately on the client 
3 side. 

[00061] Of the steps S 1 7 shown in FIG 6, only one is ever executed. The two steps S 1 7 
are therefore represented by dashed outlines in FIG 6. 
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[00062] FIG 7 now shows for the sake of completeness the method which the client 3 
executes on account of the program which is attached to the requested page by the server 1 in 
the course of step S6 (see FIG 2). In this case the program is always executed by the client 3 
when the page is displayed by it in a window. The program is therefore executed both when 
the client 3 first receives the page and when the client 3 duplicates the page, for exa mple by 
means of "Control N". 

[00063] According to FIG 7 the client 3 first extracts the transmitted variable from the 
page. In a step S25 it then checks whether the variable still has its initial value. If this is the 
case, in a step S26 it sets the variable to its end value. In this case the end value must, of 
course, be different from the initial value. Apart from this it can be chosen arbitrarily. If the 
check in step S25 did not result in a match, the client 3 executes a step S27 in which it repeats 
the previous request. In this case repeating the request causes in particular the identification 
data Ubld, Feld already transferred back to the server 1 to be transferred a second time to the 
server 1. As a result the server 1 is then immediately able to recogniz e that a new window has 
been opened on the client side. 

[00064] By means of the operating method according to the invention it is therefore 
easily possible for the server 1 to individually manage a plurality of windows of the client 3. 
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